Security risk found in message 'DHL customer services. You should get th... http://virscan.org/report/356346ab231bfab52fe5d0eaef8eb3{6.html

Language

English

Server load

9

‘4
Suspicious file(s) to scan: | Browse... Upload

1, You can UPLOAD any files, but there is 20Mb limit per file.
2, VirSCAN supports Rar/Zip decompression, but it must be less than 20 files.
3, VirSCAN can scan compressed files with password 'infected' or 'virus'.

File information

File Name : Security risk found in message 'DHL customer services. You should...
File Size : 2520 byte
File Type : ASCII mail text, with CRLF line terminators
MDS5 : 00a034f14dd0b499197179b73e059fcc
SHAL1 : e19¢56056248555f4c17¢54290698125af9da938

Scanner results

Scanner results : 6% Scanner(s) (2/36) found malware!
Time : 2010/02/05 11:09:33 (CST)

Scanner Engine Ver Sig Ver Sig Date Scan result Time
a-squared 4.5.0.8 20100206001945 2010-02-06- 4.289
AhnLab V3 2010.02.05.04 2010.02.05 2010-02-05- 1.413
AntiVir 8.2.1.158 7.10.3.218 2010-02-05- 0.306
Antiy 2.0.18 20100201.37859672010-02-01- 0.017
Arcavir 2009 201002041818 2010-02-04- 0.020
Authentium 5.1.1 201002051354 2010-02-05EML/Bredolab.gen (Exact) 1.263
AVAST! 474 100205-0 2010-02-05- 0.003
AVG 8.5.720 271.1.1/2660 2010-02-01- 0.239
BitDefender7.81008.50331937.30229 2010-02-05- 5.125
ClamAV  0.95.3 10359 2010-02-05- 0.006
Comodo  3.13.579 3409 2010-02-05- 0.912
CP Secure 1.3.0.5 2010.02.05 2010-02-05- 0.007
Dr.Web 5.0.1.12222 2010.02.05 2010-02-05- 5.185
F-Prot 4.44.56 20100205 2010-02-05EML/Bredolab.gen (exact, not disinfectable)1.250
F-Secure  7.02.73807 2010.02.05.13 2010-02-05- 5.333
Fortinet 11.460- 11.460 2010-02-05- 0.199
GData 19.10315/19.730 20100205 2010-02-05- 6.359
Ikarus T3.1.01.80 2010.02.05.75121 2010-02-05- 4.460
JiangMin  13.0.900 2010.02.05 2010-02-05- 5.633
Kaspersky 5.5.10 2010.02.05 2010-02-05- 0.037
KingSoft  2009.2.5.15 2010.2.5.17 2010-02-05- 0.585
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McAfee  5.3.00 5883 2010-02-05- 3.511
Microsoft  1.5406 2010.02.05 2010-02-05- 6.827
Norman  6.01.09 6.01.00 2010-01-16- 4.008
nProtect  20100205.01 7175224 2010-02-05- 5.275
Panda  9.05.01 2010.02.05 2010-02-05- 1.821
Quick Heal 10.00 2010.02.05 2010-02-05- 1.346
Rising  20.0 22.33.04.04 2010-02-05- 0.275
Sophos  3.04.1 4.50 2010-02-05- 3.056
Sunbelt  3.9.2398.2 5657 2010-02-04- 2.609
Symantec  1.3.0.24 20100201.009  2010-02-01- 0.336
The Hacker 6.5.1.0 V00181 2010-02-05- 0.436
Trend = 1501004 6.826.06 2010-02-05- 0.000
Micro

VBA32  3.12.12.1 201002042153 2010-02-04- 2.485
ViRobot 20100205 2010.02.05 2010-02-05- 0.440
VirusBuster 4.5.11.10 10.119.40/20132932010-02-05- 2.346

Heuristic/Suspicious mExact
NOTICE: Results are not 100% accurate and can be reported as a false positive by some scannerswhen and if
malware is found. Please judge these results for yourself.
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VirusTotal - Free Online Virus and Malware Scan - Result http://www.virustotal.com/analisis/1aac8d408c89dfcfc59da85af0ctdes3. ..

Srpski | MakenoHcku | 2zl | Suomi | ihMdl | EH=EH | nmay | B#ER | Slovenséina | Dansk | Pycckuii | Romana | Tirkge
| Nederlands | EAAnviké | Frangais | Svenska | Portugués | ltaliano | E4&thir | &% | Magyar | Deutsch | Cesky |
files and facilitates the quick detection of

Polski | Espafiol

u I RU S viruses, worms, trojans, and all kinds of malware

TOT AL detected by  antivirus engines. More
information...

Virustotal is a service that analyzes suspicious

File Security_risk_found_in_message__D received on 2010.02.05 17:09:07 (UTC)
Current status: finished
Result: 2/40 (5%)

+24 Compact Print results | &
Antivirus Version Last Update Result

a-squared 4.5.0.50 2010.02.05 -

AhnLab-V3 5.0.0.2 2010.02.05 -

Antivir 7.9.1.158 2010.02.05 -

Antiy-AVL 2.0.3.7 2010.02.05 -

Authentium 5.2.0.5 2010.02.05 EML/Bredolab.gen
Avast 4.8.1351.0 2010.02.05 -

AVG 9.0.0.730 2010.02.05 -

BitDefender 7.2 2010.02.05 -

CAT-QuickHeal 10.00 2010.02.05 -

ClamAvV 0.96.0.0-git 2010.02.05 -

Comodo 3830 2010.02.05 -

DrWeb 5.0.1.12222 2010.02.05 -

eSafe 7.0.17.0 2010.02.04 -

eTrust-Vet 35.2.7285 2010.02.05 -

F-Prot 4.5.1.85 2010.02.05 EML/Bredolab.gen
F-Secure 9.0.15370.0 2010.02.05 -

Fortinet 4.0.14.0 2010.02.05 -

GData 19 2010.02.05 -

Tkarus T3.1.1.80.0 2010.02.05 -

Jiangmin 13.0.900 2010.02.05 -

K7Antivirus 7.10.967 2010.02.05 -

Kaspersky 7.0.0.125 2010.02.05 -

McAfee 5883 2010.02.05 -
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VirusTotal - Free Online Virus and Malware Scan - Result
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McAfee+Artemis 5883 2010.02.
McAfee-GW-Edition 6.8.5 2010.02.
Microsoft 1.5406 2010.02.
NOD32 4839 2010.02.
Norman 6.04.03 2010.02.
nProtect 2009.1.8.0 2010.02.
Panda 10.0.2.2 2010.02.
PCTools 7.0.3.5 2010.02.
Prevx 3.0 2010.02.
Rising 22.33.04.04 2010.02.
Sophos 4.50.0 2010.02.
Sunbelt 3.2.1858.2 2010.02.
TheHacker 6.5.1.0.180 2010.02.
TrendMicro 9.120.0.1004 2010.02.
VBA32 3.12.12.1 2010.02.
ViRobot 2010.2.5.2174 2010.02.
VirusBuster 5.0.21.0 2010.02.
Additional information

File size: 2520 bytes

MD5...: 00a034£f14dd0b499197179b73e059fcc

SHALl..: e19c56056248555£4¢c17¢54290698125a£9da938

SHA256: laac8d408c8f9dfcfc59da85af0cfde303377019189%ab58dcaab270c01174d84

ssdeep: 48:GegAoCjzSHIER7TAZNS5XSE65A7eud49SEIMIiTsnTmiMnGHkaWkNmSEyFMeSENT @

G61iHUtAF5wbueud4 9M8scnGHInFMgT

PEiD..: -

PEInfo: -

RDS...: NSRL Reference Data Set
sigcheck:

publisher....: n/a
copyright....: n/a
product......: n/a
description..: n/a

original name: n/a
internal name: n/a

file version.: n/a
comments.....: n/a
signers......: -

signing date.: -

verified.....: Unsigned

pdfid.: -

trid..: Unknown!

http://www.virustotal.com/analisis/1aac8d408c8f9dfcfc59da85af0cfde3...
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VirusTotal - Free Online Virus and Malware Scan - Result http://www.virustotal.com/analisis/1aac8d408c8f9dfcfc59da85af0cfde3...

! ATTENTION: VirusTotal is a free service offered by Hispasec Sistemas. There are no
guarantees about the availability and continuity of this service. Although the detection rate
afforded by the use of multiple antivirus engines is far superior to that offered by just one
product, these results DO NOT guarantee the harmlessness of a file. Currently, there
is not any solution that offers a 100% effectiveness rate for detecting viruses and malware.
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VirusTotal © Hispasec Sistemas - £} Bloq - Contact: info@virustotal.com - Terms of Service & Privacy Policy
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Security risk found in message 'DHL customer services. You should get th...
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Filename:

Status:

Scan taken on:

Jotti's malware scan

Jeta

Additional info

Security risk found ...parcel File size: 2520 bytes

NR.98914".eml

Scan finished. 1 out of 19 scanners MD5:

reported malware.

Filetype: ASCII mail text, with CRLF line terminators
00a034f14dd0b499197179b73e059fcc
SHAL: €19¢56056248555f4c17c54290698125af9da938

Fri 5 Feb 2010 18:11:20 (CET)

Permalink
Next file

@ Arcallir

ovasi!
& ave
X AniiVir
'@j Clarm AV
Ocr.
4 DrWEB*

@ F-PROT

2010-02-04 Found nothing

Scanners

¢ F-Secure

2010-02-05 Found nothing G DATA
2010-02-05 Found nothing wiIKARUS
2010-02-05 Scanner unavailable I(A5I>EI131<Y£
2010-02-05 Found nothing NOD32

2010-02-05 Found nothing PANDA
2010-02-05 Found nothing Quick Heal

2010-02-05 Found nothing SOPHOS
2010-02-05 Found nothing #vBA32
2010-02-05 EML/Bredolab.gen firusBy

2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-05 Found nothing
2010-02-04 Found nothing

2010-02-05 Found nothing

Scan a file - Hash search - Frequently Asked Questions - Privacy policy

© 2004-2010 Jotti <jotti@jotti.org>

http://virusscan.jotti.org/en/scanresult/438e51f312076¢ctb229aed 1 ea3dfa...
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