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Jera

Jotti's malware scan

Filename: FW Tax Avoidance.eml File size:

Status: Scan finished. 6 out of 20 scanners Filetype:
reported malware. MD5:

Scan taken on:  Fri 5 Feb 2010 17:18:16 (CET) SHA1:
Permalink

Additional info

217228 bytes

ASCII mail text, with CRLF line terminators
6f8fe1flbc7e72ef492984e83a203096
9dd6fbc7a5ec538c846dec322f5f2d7f6aceb9f2

Scanners

@ ArcaVlir 2010-02-04 Found nothing s F-Secure. 2010-02-05 Found nothing
2010-02-05 Found nothir.lg am 2010-02-05 Gen:Trojan.Heur.PT.eGX@a8F6MZki
2010-02-05 Found nothing {HKARUS 2010-02-05 Found nothing

# AVG  2010-02-05 Found nothing KASPIRSKYi 2010-02-05 Found nothing

R.“Illmr' 2010-02-05 Found nothing mn 2010-02-05 Found nothing
@m 2010-02-05 Gen:Trojan.Heur.PT.eGX@a8F6Mzki PANDA 2010-02-05 Trj/Downloader.XIB
@ Clarm AV 2010-02-05 Found nothing Quick Heal 2010-02-05 Found nothing

@epuces  2010-02-05 Found nothing SOPHOS 2010-02-05 Mal/Delf-U
RSB -0.0.0-05 Found nothing MVBRER 10200 Wina2.Trojan.Dowinlosder
@FPROT  2010-02-05 Found nothing VirusBuster 2010-02-05 RTF.EmbedEXE.Gen
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FW Tax Avoidance.eml MD5:6f8fe1flbc7e72ef492984e83a203096 - ... http://virscan.org/report/c861a0d69a1c036¢c2f69551502b16482.html

Language
English

Server load
=

O)virse
W E L
/ submit & scan your file
Suspicious file(s) to scan:[ Browse... I Upload I

1, You can UPLOAD any files, but there is 20Mb limit per file.
2, VirSCAN supports Rar/Zip decompression, but it must be less than 20 files.
3, VirSCAN can scan compressed files with password 'infected' or 'virus'.

File information

File Name : FW Tax Avoidance.eml
File Size : 217228 byte
File Type : ASCII mail text, with CRLF line terminators
MDS5 : 6f8felflbc7e72ef492984¢83a203096
SHA1 : 9dd6fbc7a5ec538c846dec322f5f2d7f6aceb9of2

Scanner results

Scanner results : 8% Scanner(s) (3/36) found malware!
Time : 2010/02/05 10:03:22 (CST)

Scanner Engine Ver Sig Ver Sig Date Scan result Time
a-squared 4.5.0.8 20100205142207 2010-02-05- 40.129
AhnLab V3 2010.02.05.04 2010.02.05 2010-02-05 40.133
AntiVir 8.2.1.158 7.10.3.218 2010-02-05- 0.096
Antiy 2.0.18 20100201.37859672010-02-01 0.017
Arcavir 2009 201002041818 2010-02-04- 0.379
Authentium 5.1.1 201002051354 2010-02-05- 1.723
AVAST! 4.74 100205-0 2010-02-05- 0.032
AVG 8.5.720 271.1.1/2660 2010-02-01- 0.272
BitDefender7.81008.50331937.30229 2010-02-05Gen:Trojan.Heur.PT.eGX(@a8F6MZki 6.642
ClamAV 0.95.3 10359 2010-02-05- 0.042
Comodo  3.13.579 3409 2010-02-05- 40.125
CP Secure 1.3.0.5 2010.02.05 2010-02-05- 0.105
Dr.Web 5.0.1.12222 2010.02.05 2010-02-05- 5.239
F-Prot 4.4.4.56 20100205 2010-02-05- 1.726
F-Secure  7.02.73807 2010.02.05.13 2010-02-05- 9.718
Fortinet 11.459- 11.459 2010-02-04- 37.744
GData 19.10312/19.728 20100205 2010-02-05- 40.134
Ikarus T3.1.01.80 2010.02.05.75121 2010-02-05- 4.523
JiangMin  13.0.900 2010.02.05 2010-02-05- 40.124
Kaspersky 5.5.10 2010.02.05 2010-02-05- 0.092
KingSoft  2009.2.5.15 2010.2.5.17 2010-02-05- 11.324
McAfee 5.3.00 5882 2010-02-04- 3.482
Microsoft  1.5406 2010.02.05 2010-02-05- 40.124
Norman 6.01.09 6.01.00 2010-01-16- 4.008
nProtect  20100205.01 7175224 2010-02-05- 40.133
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Panda 9.05.01 2010.02.05 2010-02-05- 40.125
Quick Heal 10.00 2010.02.05 2010-02-05- 40.130
Rising 20.0 22.33.04.04 2010-02-05- 40.127
Sophos 3.04.1 4.50 2010-02-05- 3.016
Sunbelt 3.9.2398.2 5657 2010-02-04- 40.126
Symantec 1.3.0.24 20100201.009 2010-02-01- 0.345
The Hacker 6.5.1.0 v00181 2010-02-05- 0.429
oend g 120-1004  6.826.05 2010-02-05- 0.000
Micro

VBA32 3.12.12.1 20100204.2153  2010-02-04 Win32.Trojan.Downloader (http://...) (suspicious) 4.054
ViRobot 20100205 2010.02.05 2010-02-05- 40.125
VirusBuster 4.5.11.10 10.119.40/20132932010-02-05R TF.EmbedEXE.Gen 2.398

mHeuristic/Suspicious mExact
NOTICE: Results are not 100% accurate and can be reported as a false positive by some scannerswhen and if
malware is found. Please judge these results for yourself.
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VirusTotal - Free Online Virus and Malware Scan - Result http://www.virustotal.com/analisis/3ac107a59406f7d16a76820b251b...

Srpski | Makegonckm | 4= | Suomi | ihMdl| =20 | nnay | BZ&EE | Slovenstina | Dansk | Pycckuit | Romana | Tirkge
| Nederlands | EAAnvikd | Francais | Svenska | Portugués | ltaliano | Ef853r | fE4$9 3 | Magyar | Deutsch | Cesky |

Polski | Espariol

Virustotal is a service that analyzes suspicious

Vl RUS files and facilitates the quick detection of

viruses, worms, trojans, and all kinds of malware

TOTAL detected by antivirus  engines.  More
information...

File FW__

$8¢ Compact

Tax_Avoidance.eml received on 2010.02.05 15:51:32 (UTC)
Current status: finished
Result: 5/37 (13.52%)

Print resutts |8

Antivirus Version Last Update Result

a-squared 4.5.0.50 2010.02.05 -

AhnLab-V3 5.0.0.2 2010.02.05 -

Antivir 7.9.1.158 2010.02.05 -

Antiy-AVL 2:0+3.7 2010.02.05 -

Authentium 5.2.0.5 2010.02.05 -

AVG 9.0.0.730 2010.02.05 -

BitDefender 7.2 2010.02.05 Gen:Trojan.Heur.PT.eGX@a8F6MZki
CAT-QuickHeal 10.00 2010.02.05 -

ClamAV 0.96.0.0-git 2010.02.04 -
Comodo 3829 2010.02.05 -
DrWeb 5.0.1.12222 2010.02.05 -
eSafe 7.0.17.0 2010.02.04 -
eTrust-Vet 35.:2.7285 2010.02.05 -
F-Prot 4.5.1.85 2010.02.05 -
F-Secure 9.0.15370.0 2010.02.05 Gen:Trojan.Heur.PT.eGX@aBF6MZki
Fortinet 4.0.14.0 2010.02.05 -
GData 19 2010.02.05 Gen:Trojan.Heur.PT.eGX@aB8F6MZki
Ikarus T3.1.1.80.0 2010.02.05 -
K7AntivVirus 7.10.967 2010.02.05 -
Kaspersky 7.0.0.225 2010.02.05 -
McAfee 5882 2010.02.04 -
McAfee+Artemis 5882 2010.02.04 -
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McAfee-
GW-Edition

Microsoft
NOD32
Norman
nProtect
Panda
PCTools
Prevx
Rising
Sophos
TheHacker
TrendMicro
VBA32
ViRobot

VirusBuster

VirusTotal - Free Online Virus and Malware Scan - Result

1.5406

4837

6.04.03
2009.1.8.0
10.0.2.2
1+0:3:5

3.0

None

4.50.0
6.5.1.0.180
9.120.0.1004
3.12.12.1
2010.2.5.2174

5:0.21.0

Additional information

File size:
MD5...:
SHALl..:
SHA256:
ssdeep:
PEiD..: -
PEInfo: -

RDS...:

pdfid.: -
trid..:
packers

sigcheck:

publisher....:
copyright....:
productss se ek
description..:
original name:
internal name:
file version.:
comments.....:
signers......:
signing date.:
verified.....:

(F-Prot) :
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6f8felflbc7e72ef492984e83a203096

TrojanDownloader:Win32/Doneltart

Mal/Delf-U

9ddéfbc7abec538c846dec322f5f2d7f6aceb9f2
3acl07a59406£7d16a76820b251b8a0f13f2a41e596930aded2f07df0d3969e4

6144:9Y2J3aGY0Xox5IGrMg5zEpDi3pir+7VrgwpS2QG+RAq8wahhwz : EsIXZx
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VirusTotal - Free Online Virus and Malware Scan - Result http://www virustotal.com/analisis/3ac107a59406£7d16a76820b251b...

1| ATTENTION: VirusTotal is a free service offered by Hispasec Sistemas. There are no
guarantees about the availability and continuity of this service. Although the detection rate
afforded by the use of multiple antivirus engines is far superior to that offered by just one
product, these results DO NOT guarantee the harmlessness of a file. Currently, there
is not any solution that offers a 100% effectiveness rate for detecting viruses and malware.

Another File
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